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Chipless Radio Frequency Identification (RFID) tags that do not include an integrated circuit (IC) in the
transponder are more appropriate for supply-chain management of low-cost commodities and have been
gaining extensive attention due to their relatively lower price. However, existing chipless RFID tags consume
considerable tag area and manufacturing time/cost because of complex fabrication process (e.g., requiring
removing or shorting some resonators on the tag substrate to encode data). Worse still, their identifiers
(IDs) are deterministic, clonable, and small in terms of bitwidth. To address these shortcomings and help
preserve the cold chain for commodities (e.g., vaccines, pharmaceuticals, etc.) sensitive to temperature, we
develop a novel unclonable environmentally sensitive chipless RFID (UCR) tag that intrinsically generates
a unique ID from both manufacturing variations and ambient temperature variation. A UCR tag consists
of two parts: (i) a certain number of concentric ring slot resonators integrated on a certain laminate (e.g.,
TACONIC TLX-0), whose resonance frequencies rely on geometric parameters of slot resonators and
dielectric constant of substrate material that are sensitive to manufacturing variations, and (ii) a stand-alone
circular ring slot resonator integrated on a particular substrate (e.g., grease) that will be melted at a high
temperature, whose resonance frequency relies on geometric parameters of slot resonator, dielectric constant
of substrate material, and ambient temperature. UCR tags have the capability to track commodities and their
temperatures in the supply chain. The area of UCR tag is comparable to regular quick response (QR) code.
Experimental results based on UCR tag prototypes have verified their uniqueness and reliability.
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1 INTRODUCTION

Today’s supply chain is remarkably complex, diverse, and extensive. While globalization has op-
timized resource allocation and reduced manufacturing cost, it also exposes the supply chain to
more risks such as theft, counterfeiting, mishandling, improper storage, and so on. Not only do
these risks compromise the profits and reputations of manufacturers, distributors, and retailers,
but they also pose a threat to human health and asset safety. In 2014, there were more than 23,000
seizures of counterfeit and pirated goods worth an estimated value of $1.2 billion at America’s
ports of entry, according to U.S. Customs and Border Protection (CBP) and U.S. Immigration and
Customs Enforcement’s Homeland Security Investigations (HSI) [6]. In 2015, the FreightWatch
International Supply Chain Intelligence Center (FWI SCIC) recorded a total of 754 cargo thefts
in the United States with an average loss of $184,101 per incident [5]. In March 2016, a hospital
pharmacist and her daughter in eastern Shandong province of China were found to have sold 2
million doses of improperly stored vaccines with an estimated value of $88 million [23, 24]. The
vaccines in question had been stored at room temperature, instead of being kept refrigerated as
required, which could have compromised their effectiveness [23, 24].

Track-and-trace measures lay the foundation for an improved supply chain by enabling
supply-chain owners and/or participants to systematically detect and control counterfeiting,
theft, mishandling, improper storage, and so on, but existing techniques are quite costly, inconve-
nient, unreliable, or insecure. Barcodes [32] have traditionally been employed to track and trace
commodities in the supply chain. QR codes [11] with greater storage capacity have also been put
into use more recently. Encryption can prevent unauthorized information access to QR codes [4].
However, both barcodes and QR codes are vulnerable to cloning attack because of visibility and
controllability of pixel information (even though the adversary cannot retrieve the specific content
from an encrypted QR code). Other disadvantages (e.g., requirement of individual scanning, direct
line-of-sight, and close proximity to scanner, etc.) also badly impact their overall utility.

Radio Frequency Identification (RFID) is widely believed to be a promising substitute of
barcodes/QR codes. Wal-Mart and the United States Department of Defense have published
requirements that their vendors should attach RFID tags to all shipments to enhance supply-chain
management [30]. Compared with traditional optical labels, an RFID-based track-and-trace
system has many engaging features—enables batch scanning, does not require direct line-of-sight
for access, and needs less human involvement to collect data—making automatic track and
trace possible. A series of encryption algorithms (e.g., advanced encryption standard (AES),
elliptic curve cryptography (ECC), etc.) have been proposed to enhance the security and privacy
of RFID communication protocols [8, 14]. The authors in Reference [10] proposed to replace
cryptography with ultra wideband (UWB) modulation in secure RFID. Silicon physical unclonable
functions (PUFs) have also been proposed to be integrated in RFID ICs for anti-counterfeiting and
security purposes [7, 15]. However, the relatively higher price of IC-based RFID tags makes them
inappropriate for protecting the supply chain of low-cost commodities.

Recently, chipless RFID tags [19, 21, 22] without microchips have been gaining attention due to
their relatively lower price, extremely low power requirement, and less sensitivity to temperature.
Compared with IC-based RFID tags, chipless RFID tags have the following advantages: (i) the
extremely low price (as low as 0.1 cents) makes them more appropriate to be used in the supply
chain of low-cost commodities; (ii) elimination of tag memory shelters them from denial-of-service
(DoS) attack carried out in the form of overwriting tag memory; and (iii) chipless RFID tags can be
directly printed on the products or their packages with conductive 3D printing materials. Existing
chipless RFID tags, however, require either removing or shorting some resonators (i.e., spirals or
patch slots) on the tag substrate to represent data [19, 20]. When one resonator is removed or
shorted, its corresponding resonance point will be either removed from the frequency response
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spectrum or shifted outside of the frequency range of interest. One bit is encoded to “1” when the
corresponding resonance point exists at a specific frequency, and “0” when the resonance point
disappears or vice versa. Removing resonators will waste tag area. Shorting resonators ensures the
same layout with all the resonators shorted can be used to produce different chipless RFID tags.
When encoding data, the shorting can be removed using laser cutting or conventional etching
techniques. Both removing and shorting procedures will increase the manufacturing time/cost. For
the same designs, the IDs generated by current chipless RFID tags are deterministic and predictable.
As aresult, they are vulnerable to cloning attack. Other disadvantages such as small ID size (usually
not exceeding 35 bits) and considerable tag area also impact their utility.

Some commodities (e.g., pharmaceuticals, food, beverages, etc.) have to be kept at an appropriate
temperature during distribution; otherwise, their efficacy, quality, or flavor will be undermined. For
example, vaccines have to be distributed in the cold chain (i.e., maintaining proper temperatures
during storage and transportation) to preserve potency. However, there is no cost-effective solution
for tracking the temperature of commodity items in the supply chain.

To mitigate the aforementioned limitations of existing solutions and establish reliable visibil-
ity into supply-chain status, we propose a novel unclonable, environmentally sensitive chipless
RFID (UCR) tag. UCR tag in essence is a unique object [25] that, on measurement by an external
apparatus, exhibits a small, fixed set of inimitable analog properties that are not the same as any
other entity. We take advantage of the uncontrollable process variations during tag fabrication to
generate a unique and unclonable ID that can be used for tracking and tracing commodities (e.g.,
food, beverages, pharmaceuticals, vaccines, newspapers, magazines, etc.) in the supply chain. We
have also developed a cost-effective approach to track the temperatures of commodities in the sup-
ply chain. Other than improving supply-chain management, UCR tags can also be implanted into
passports, driving licenses, and license plates to help verify the identities of citizens and vehicles.
Furthermore, a UCR tag has the capability to broaden the scope of the Internet of Things (IoT)
[18, 31, 33] by enabling many non-electronic products to be connected to the network. A UCR tag
consists of two parts: (i) a certain number of concentric ring slot resonators integrated on a certain
laminate (e.g., TACONIC TLX-0), whose resonance frequencies depend on geometric parameters
of slot resonators and dielectric constant of substrate material that are sensitive to manufacturing
variations, and (ii) a stand-alone circular ring slot resonator integrated on a particular substrate
(e.g., grease) that will be melted at a high temperature, whose resonance frequency depends on
geometric parameters of the slot resonator, the dielectric constant of the substrate material, and
the ambient temperature. To the best of our knowledge, this is the first time that manufacturing
variations have been exploited to generate the unique ID from a chipless RFID tag. The area of the
UCR tag is comparable to regular QR code. Our main contributions are as follows:

e We theoretically derive the sensitivity of slot resonance frequency towards the variances
of slot geometric parameters and substrate dielectric constant and take advantage of this
sensitivity to develop a new type of unclonable chipless RFID tags that carry unique IDs.

e We develop a novel cost-effective approach for tracking the temperatures of commodities
in the supply chain.

e We propose a novel and efficient look-up method that accelerates the authentication process
of UCR tags.

e We fabricate UCR tag prototypes and evaluate their performance in the lab environment
under several conditions. We also explore and compare a variety of supervised and unsu-
pervised methods for identifying tags based on their UCR responses.

The remainder of this article is organized as follows: Section 2 introduces prior work concerning
chipless RFID tags and temperature monitoring. Section 3 discusses the necessary preliminaries for
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developing chipless RFID tags. Section 4 describes the proposed UCR tags in detail and how they
can generate unique and unclonable IDs and track the temperature of commodities in the supply
chain. Section 5 defines the adversarial model. In Section 6, we evaluate the performance of tags in
the lab environment based on our fabricated UCR tag prototypes. We also analyze the resilience of
UCR system to the potential attacks in this section. Finally, we give concluding remarks and point
out future research directions in Section 7.

2 RELATED WORK

Two areas of prior work have particular relevance to UCR: chipless RFID tags and temperature
monitoring.

Chipless RFID Tags: Chipless RFID tags can be divided into three classes: (i) time-domain
reflectometry— (TDR) based chipless tags [12]; (ii) spectral signature-based chipless tags [19, 20];
and (iii) amplitude/phase backscatter modulation-based chipless tags [21]. Because of page limit,
we review only closely related spectral signature-based chipless tags.

The authors of References [19, 20] developed a fully passive printable chipless RFID tag by plac-
ing multiple spiral resonators close to the IC that connects two cross-polarized UWB monopole
antennas (one transmitter and one receiver). Spiral resonators with different dimensions will ex-
hibit different resonance frequencies. Data encoding is implemented by either removing the spiral
or shorting its turns. Three-dimensional (3D) printing techniques will preserve the layout with all
of the spirals shorted and when encoding data the shorting can be removed using laser cutting
or conventional etching techniques. The bit width of chipless RFID implemented in this approach
will be equal the number of spiral resonators. Correspondingly, the tag area will be proportional
to the bit width of chipless RFID, which is undesirable.

Closest to our work is the slot-loaded dual-polarized chipless RFID tag proposed in Refer-
ence [16], where four rectangular metallic patches loaded with multiple slot resonators are used
to construct the tag. The logic state of a bit is changed simply by shorting the slot at the corner
point, which will shift the resonance frequency of the slot resonator out of the frequency band
of interest. To reduce the mutual coupling between the slots, slots with the same polarization for
adjacent frequencies are placed alternatively into two patches. To double the number of bits within
the same frequency bandwidth, two similar sets are placed in horizontal and vertical polarizations.
Since multiple slots can be placed into the same patch, the tag area is observably smaller than the
above-mentioned spiral resonator-based tag. One drawback of this technique is that the cross-
polarized response will be too small to recognize if the tag is rotated by an angle larger than a
certain limit.

Removing or shorting the resonator (i.e., spiral or patch slot) is necessary for both techniques
to alter the logic state of the corresponding bit. The manufacturing cost will be unacceptable if
different layouts with different resonator shorting states are employed to fabricate the tags. Al-
though the layout can be preserved with all the resonators shorted and when encoding data the
shorting can be removed using laser cutting or etching techniques, the manufacturing time will
be significantly increased. For a design with specific parameters, the IDs generated in both ways
are deterministic and predictable, making these chipless RFID tags vulnerable to cloning attack.

Temperature Monitoring: The authors of Reference [9] developed a passive wireless tem-
perature sensor based on a time-coded UWB chipless RFID tag. It consists of an UWB antenna
connected to a delay line that is loaded with a resistive temperature sensor. The sensor mod-
ulates the amplitude of the backscattered signal as a function of the temperature. The authors
of Reference [3] implemented a chipless RFID temperature sensor by replacing regular substrate
material of spiral resonator with Stanyl polyamide that has a linear variation of dielectric con-
stant with temperature. The authors of Reference [29] proposed another chipless RFID tag with
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metal

substrate

Fig. 1. Cross-section view of slot-line resonator.

temperature-sensing capability. To make a resonator sensitive to the temperature, a material based
on silicon nanowire is deposited on the tag surface. When the temperature alters the conductivity
of the material is changed so that the field lines are rearranged and a small frequency shift can be
observed. However, all the above-mentioned temperature-sensing mechanisms cannot simply be
adapted to track the temperatures of commodities in the supply chain due to the lack of memory.
Their shifts of resonance frequencies caused by temperature variances are reversible. When the
temperature returns to its normal level, the resonance frequency will restore as well.

To mitigate the shortcomings of previous work, we develop a new unclonable environmentally
sensitive chipless RFID (UCR) tag that intrinsically generates a unique ID from both manufacturing
variations and ambient temperature variation. An extreme temperature change will cause the latter
to permanently change its response.

3 PRELIMINARIES

The preliminaries (i.e., notch frequency sensitivity of slot resonator as shown in Figure 1 towards
slot geometric parameters and substrate dielectric constant, and slot shape selection) for develop-
ing chipless RFID tags have been thoroughly discussed in an earlier version of this article [34].
The analyses presented in Reference [34] can be summarized as follows:

e As shown in Figure 2, notch frequency is sensitive to the variances of slot geometric pa-

Ifs
> g

where f;, g, t, and ¢,, respectively, refer to the notch frequency of slot-line

rameters and substrate dielectric constant. All three notch frequency sensitivities (i.e.

ofs ofs
50> and Dey?

resonator, air gap, substrate thickness, and dielectric constant of substrate material) appear

linear to the variance of notch frequency in the frequency range of UWB (i.e., from 3.1 to

10.6 GHz). Compared with substrate thickness and patch thickness, notch frequency is more

sensitive to the variances of air gap and substrate dielectric constant. High-frequency reso-

nance points are more sensitive to the variances of slot parameters than low-frequency res-
onance points. Air gap has little impact on the sensitivity of notch frequency to the variance
of substrate thickness. The curves of 66]} with the same substrate thickness and dielectric
constant of substrate material but different air gaps are overlapping with each other.

e Circular ring shaped slot resonators are the most appropriate candidates for composing our
proposed UCR tag due to the following three reasons:

—Circular ring shaped slot resonator does not require the incident plane wave to be in
perfect alignment with the tag.

—The fabrication accuracy of circular ring shaped slot’s geometric parameters is more dif-
ficult to manipulate than slots of other shapes, which is conducive to generating larger
variations during manufacturing. This will result in larger variations in the signatures of
chipless RFID tags, making them more suitable as unique identifiers.
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Fig. 2. Sensitivity of notch frequency to slot parameters at different frequencies: (a) sensitivity to air gap
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—The same number of concentric ring slot resonators occupy less tag area than other slot
resonator geometries such as split square shaped slot resonator. In other words, for the
given tag area, more concentric ring slot resonators can be integrated on the tag substrate,
which is conducive to increasing the uniqueness of tag identifier. If the tag consists of
N slot resonators, then the tag identifier will be composed of N analog values (i.e., N
fundamental resonance points in the frequency response spectrum). If each analog value
is converted to M digital bits, then there will be altogether 2N™ possible combinations.

4 UCRSYSTEM

The proposed UCR system is presented in this section. We first describe the architecture and work-
ing principle of UCR system and then introduce a novel and efficient look-up method that could
be used at the authentication phase to quickly determine whether the tag under authentication
(TUA) belongs to the database. Last, we discuss the potential application scenario.

4.1 Architecture and Working Principle

Figure 3 illustrates the architecture of UCR system. A UCR tag consists of two parts: (i) a cer-
tain number of concentric ring slot resonators integrated on a certain substrate (e.g., TACONIC
TLX-0), whose resonance frequencies depend on slot geometric parameters and substrate dielec-
tric constant that are sensitive to manufacturing variations, and (ii) a stand-alone circular ring
slot resonator integrated on a particular substrate (e.g., grease) that will be melted at a high
temperature, whose resonance frequency depends on slot geometric parameters, substrate dielec-
tric constant, and ambient temperature. UCR part I is in charge of generating a unique, unclonable
identifier for tracking and tracing commodities in the supply chain. UCR part II is in charge of
tracking the temperatures of commodities in the supply chain.

4.1.1  UCR Part | (Unique Identifier). Figure 4 shows the first part of UCR tag that consists of a
certain number of concentric ring slot resonators integrated on a certain laminate (e.g., TACONIC
TLX-0). When we stimulate the UCR tag with an UWB plane wave, as illustrated in Figure 3(a), the
number of fundamental resonance points in the frequency response spectrum will correspond to
the number of slot resonators. A typical UWB RFID reader or a smart phone that integrates neces-
sary hardware (i.e., antenna, analog front-end, analog-to-digital converter, etc.) will be responsible
for providing the UWB plane wave and capturing the frequency response spectrum. These reso-
nance points are independent of each other. Because of process variations during tag fabrication,
the slot parameters (i.e., trace width, air gap, substrate thickness, and substrate material dielectric
constant) of each resonator will shift away from their design values.
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Fig. 4. UCR part I (unique identifier).

Table 1. PCB Manufacturing Tolerances

PCB Thickness Tolerance
max(+10%, +0.005)

PCB Manufacturer
Advanced Circuits

Trace Width/Air Gap Tolerance
max(+20%, +0.002”)

Sunstone + 20% + 10%
Sierra Circuits +0.001” +10%
Precision PCBS + 20% + 0.005”
RUSH PCB + 0.005” +10%

Table 1 illustrates the manufacturing tolerances of five major printed circuit board (PCB) man-
ufacturers in the United States. For the trace width and air gap, the maximum deviation between
design value and measured value can be as large as 20%. PCB thickness will typically have a tol-
erance of 10%. Table 2 shows the dielectric constant (¢,) tolerances of six typical high-frequency
laminates. The dielectric constant tolerances can range from 1.33% to 3.49%. According to the anal-
ysis in Section 3 (see Figure 2), the resonance frequency of each slot resonator will shift away from
its design value due to the variances of slot parameters and substrate dielectric constant. Because
of the randomness of process variation, the frequency signature of each UCR tag will be unique
and different from each other. The vector (fi, f2, ..., fn) will be used as the identifier of each tag,
where f; represents the resonance frequency of the i, slot resonator. The proposed UCR tag is
unclonable, since the adversaries cannot easily model the uncontrollable process variations during
tag fabrication. For a UCR tag with 10 slot resonators, its diameter could be as short as 20 mm,
which is comparable to the dimension of QR code.
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Table 2. PCB Laminate ¢, Tolerances

Supplier Laminate & | & Tolerance
TACONIC | RF-30 3.00 +0.10
TACONIC | TRF-43 4.30 +0.15
TACONIC | TLX-0 2.45 + 0.04
ROGERS RO3003 3.00 + 0.04
ROGERS RO4350B 3.48 + 0.05
ROGERS RT/Duroid 6006 | 6.15 +0.15

Because of noise interference and angle variation of incident plane wave, the signatures cap-
tured from the same tag may be slightly different for different measurements. Euclidean distance
between two vectors 0y = (flj,fzj, .. ,f1<,) and z?l-k = (flk,fzk? .. ,fﬁ) will be used to determine
whether these two vectors belong to the same tag, where o;’ and ;¥ indicate the signatures of

the i;; tag measured at times j and k. The Euclidean distance (ED) between gy and z?}k can be
calculated as follows:

Two signatures are determined to belong to the same tag if their Euclidean distance is not larger
than the maximum intra-tag Euclidean distance obtained at the enrollment phase.

Euclidean distance-based tag recognition, which requires only a small amount of computation,
is straightforward and time efficient. However, the intrinsic disadvantage of this tag recognition
method is that it does not fully exploit the tag frequency spectrum information. The tag recognition
accuracy can be remarkably improved if the vast majority of tag frequency spectrum information is
exploited. Supervised machine learning provides a method of guiding the UCR system to correctly
learn and classify the features that differentiate the tags from one another. Since supervised ma-
chine learning takes advantage of the vast majority of tag frequency spectrum information rather
than only rely on resonance points, the recognition accuracy could be increased. One popular su-
pervised learning technique is the linear discriminant analysis (LDA) [17] classifier. By maximizing
the variance between different tag measurements and minimizing the variance within the same
tag measurements, the classifier is able to distinguish between different tags by focusing on the
most discriminant features, a la principal component analysis (PCA) [27]. Furthermore, the clas-
sification algorithm also serves as a method of dimensionality reduction. The computation of the
transformation matrix for LDA is reliant on being able to compute the inverse within tag scatter
matrix, which means the matrix must be non-singular. However, in practice the opposite is often
the case with high-dimensional data where the size of the dataset is smaller than its dimension-
ality. This is the case for our experiments in Section 6 but may not be so in practical application
where a database could contain as many as millions of tags. For this reason, PCA is still necessary
for not only dimensionality reduction but also to ensure the resultant matrices after projection are
non-singular. Applying PCA prior to computing LDA is a good practice regardless of the size of
the dataset, since it helps with avoiding overfitting. Therefore, the procedure for implementing a
supervised machine-learning-based tag authentication system is as follows:

Step 1: Compute the principal components of the tag dataset to be enrolled.

Step 2: Project the tag spectra into reduced dimensional space using computed principal com-
ponents. This also ensures non-singular matrices for subsequent LDA computation.
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Fig. 5. UCR part Il (temperature tracker): (a) top view, (b) top perspective view, (c) side view before grease is
melted, and (d) side view after grease is melted.

Step 3: Apply LDA to projected data to compute transformation matrix that can be used for
LDA projection and classification.

Step 4: Apply LDA transformation matrix to PCA projected tag spectra and enroll resultant LDA
projected tag signatures into database.

Step 5: Use principal components from Step 1 to project the spectrum of tag under authenti-
cation (TUA) to reduced dimensional space. Then apply LDA transformation matrix computed in
Step 3 to PCA projected TUA spectrum. If in the projected space TUA has the minimum distance
with an enrolled tag compared with all the remaining tag entries, and that distance is smaller than
a threshold d;;, computed from the equal error rate (EER) of the enrolled tag database, then we de-
termine that TUA matches with this tag entry; otherwise, we determine that TUA does not belong
to the database.

However, a potential drawback of this approach is that the computational complexity increases
as the size of enrollment increases. For every new enrollment, PCA and LDA would need to be
reapplied. For PCA the principal components that capture the most variance at a reduced dimen-
sionality would need to be recalculated. For LDA the projections that maximize the variance be-
tween PCA projected different tag measurements and minimize the variance within PCA projected
same tag measurements would need to be recalculated. This would be inconvenient and compu-
tationally intensive for large datasets.

By supplanting the supervised learning methodology with an unsupervised approach, there
would be a tradeoff in a decrease in accuracy for increased computational savings and ease in
new tag enrollments. The unsupervised approach would be to simply find a set of features that
distinguish tags from one another, such as their resonance points, and merely perform distance
calculations or compute the similarity between feature vectors. The procedure for implementing
an unsupervised machine-learning-based tag authentication system is as follows:

Step 1: During the enrollment phase, extract feature vectors (e.g., the set of resonance points)
from all UCR tags and store them in the database.

Step 2: During the authentication phase, extract feature vector from TUA.

Step 3: Look up tag entry that has the minimum distance or maximum similarity with TUA in
the database. If the minimum distance is smaller than a threshold d;;, computed from the EER of
the enrolled tag database, then we determine that TUA matches with this tag entry; otherwise, we
determine that TUA does not belong to the database.

4.1.2  UCR Part Il (Temperature Tracker). As shown in Figure 5, the second part of the UCR tag
is a stand-alone circular ring slot resonator integrated on a particular substrate (e.g., grease) that

will be melted at a high temperature. The resonance frequency of UCR part II depends on slot
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Fig. 6. Frequency response spectrum of UCR part Il (temperature tracker).

parameters, substrate dielectric constant, and ambient temperature. To implement temperature
tracking with memory, copper balls will be filled into the substrate of UCR part IL. If the UCR tag
has ever been exposed to a temperature higher than the melting point of grease, then the grease
would be melted and the copper balls would fall down to the bottom. The positions of copper balls
in the substrate will impact the distribution of electromagnetic field. Consequently, the resonance
point of UCR part II will shift to either higher or lower frequency after grease is melted, as shown
in Figure 6. The essential difference between our proposed temperature tracking approach and reg-
ular sensor-based temperature monitoring methods as reviewed in Section 2 is that our proposed
temperature tracker has memory. In other words, the change of frequency response spectrum of
UCR part II caused by ambient temperature variance is irreversible. When the ambient tempera-
ture returns to its normal level, the frequency response spectrum of UCR part II cannot be easily
restored. Note that other than grease, many other different materials (e.g., ice, butter, animal fat,
etc.) with varying melting points can be used to compose the substrate of UCR part II specific to
different application requirements (i.e., different recommended storage temperatures for diverse
commodities). Admittedly, mechanical fluctuations and vibrations during the transport may also
change the positions of copper balls inside the substrate of UCR part II and thus shift the reso-
nance point. Since RF signal can travel through paper and/or plastic package, a UCR tag can be
placed inside the package of commodity. The impact of mechanical fluctuations and vibrations can
be significantly reduced by introducing cushioning materials, which are commonly used to pro-
tect fragile commodities during the transport, to the packages of commodities. In addition, special
materials that are only sensitive to temperature while insensitive to mechanical fluctuations and
vibrations could be used as the substrate material of UCR part II to eliminate the impact of me-
chanical fluctuations and vibrations during the transport. The study of material properties is out
of the scope of this article.

4.2 Look-up Method

As shown in Figure 3, during the enrollment phase, the signatures of all UCR tags (01, Uy, . . ., Upr)
are measured by the manufacturer. The Euclidean distance (EDy ;) between the signature of design
value () and the signature of each tag (i.e., ¥;) will be computed and used as the analog index
(AI) to look up that tag in the database. All the Als will be sorted and a corresponding digital index
(DI) will be assigned to each tag. All signatures of UCR tags will be appended to their DIs and
Als and stored in the look-up table as shown in Figure 7. During the authentication phase, we
first calculate the Euclidean distance (EDy, 1y 4) between the signature of design value () and the
signature of TUA (U1 a). EDo, tua will be used to locate TUA on the Al axis as shown in Figure 7.
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Fig. 7. Look-up table that stores all the signatures of valid tags.

Afterwards, we compare the signature of TUA with its nearest neighbor (i.e., Tag DI(k) satisfy-
ing the condition that |[EDy 7y a — EDg py(k)| is the smallest) on the Al axis. This procedure will
automatically terminate if the signature of TUA matches with its k;, nearest neighbor; other-
wise, we move on to its (k + 1),; nearest neighbor. This procedure will also terminate if the shift
value of TUA on the Al axis has exceeded the maximum intra-tag Euclidean distance (ED;psrq),
in which case we determine that TUA does not belong to the database. If the tag record (J7) that
matches with TUA exists, then there is no chance for us to miss it because of the following triangle
inequality:

| |1 = Dol = 191Ua — Dol | < 107 — Urval < EDintra. (2

In other words, the Al distance (i.e., the distance on the Al axis) between TUA and possibly existing
target tag, whose signature is Ur, should not be larger than ED;y;r,. The procedure of the UCR
tag authentication is described in Algorithm 1. Note that there will be only one tag satisfying
the condition |01y a — Uprk)| < EDjintra, which is the target tag if it exists, so long as there is no
overlapping between inter-tag and intra-tag Euclidean distance distributions. Admittedly, when
the number of UCR tags is extremely large, it is possible that inter-tag and intra-tag Euclidean
distance distributions will partially overlap with each other, in which case multiple tag records
could match with TUA and the one nearest in Euclidean distance to TUA will be selected. This
problem can also be overcome by increasing the feature space (i.e., the number of resonance points
in the frequency spectrum) of UCR tags. Compared with exhaustive search, we noticeably reduce
the look-up time (i.e., the time consumed to find a matching between TUA and database entry).

4.3 Application Scenario

Figure 8 illustrates the communication flow in the real application scenario. For electronic product,
UCR tag can be integrated on the PCB. For non-electronic product, UCR tag can be placed inside
the package (e.g., on the backside of bottle cap). An RFID reader or a smart phone that integrates
necessary hardware (i.e., antenna, analog front-end, analog-to-digital converter, etc.) can be used to
read UCR tag and download tag-related information from the centralized database. Table 3 shows
the database structure. The communication flow of UCR system is as follows:

Step 1: A reader (RFID reader or smart phone) stimulates the UCR tag with an UWB plane wave.

Step 2: The reader captures the unique ID and/or temperature signature of UCR tag.

Step 3: The reader sends the unique ID and/or temperature signature to the centralized database
for authentication.
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Fig. 8. Communication flow in real application scenario.

Table 3. Database Structure

DI Al Unique ID Temperature Signature | Product Information
1. Manufacturer

2. Ingredients

3. Product description
4. Expiration date

i EDo; | Ui(fis fos- -5 fN) fa

ALGORITHM 1: UCR tag authentication

1: procedure AUTHENTICATE(UT[ A)
2: U1y A < The signature of TUA
3: Upi(k) < The signature of TUA’s k;j, nearest neighbor on the Al axis, whose DI is DI(k)
4 EDy, 7y «+ The Euclidean distance b/w design value and TUA
5 EDq pi(ky < The Euclidean distance b/w design value and TUA’s k;j, nearest neighbor on the Al
axis
6: while |[EDy rya — EDO,DI(k)l < EDjntrq do
if |[Orya — 6DI(k)| < EDjntrq then
7: printf(“TUA matches with Tag %d”, DI(k))

8: goto 11
else

o: k—k+1
end
end

10: printf(“TUA does not belong to the database.”)
11: end procedure

Step 4: The centralized database sends the authentication result and corresponding product in-
formation (e.g., manufacturer, ingredients, product description, expiration date, etc.) to the reader.

Appending a tag unenrollment phase (i.e., removing tag signature from the database) to the last
stage of the supply chain is optional for some particular applications and may prevent illegal tag
recycling. But this also prevents the customer from authenticating the tag.

5 ADVERSARIAL MODEL

Assumption. We have two basic assumptions: (i) We assume that all authentic commodities must
carry legal UCR tags to pass the authentication of authorized readers on the distribution path.
(ii) We assume that the UCR tags of different commodities cannot easily be swapped. This is a
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fair assumption taking into consideration that RF signal can travel through paper and/or plastic
package and thus UCR tag can be placed inside the package of commodity without impacting
access.

Adversary. Potential adversary could be any untrusted participant in the supply chain.

Goals of the Adversary. The adversarial goals we are addressing here include (i) injecting coun-
terfeit commodities into the supply chain without detection by an authorized reader and (ii) pre-
serving commodities sensitive to temperature at different temperatures other than what is required
by the policy and attempting to hide this illicit behavior.

Capabilities of the Adversary. The adversary may perform any of the following actions against
UCR system when commodities are distributed in the supply chain:

e Reading: The adversary may gain physical access to an authentic commodity carrying a
legal UCR tag and capture the backscattered frequency response spectrum by stimulating
the UCR tag using an UWB plane wave. The adversary must possess an appropriate reader
to perform read operations.

e Eavesdropping: The adversary may eavesdrop on the RF channel to intercept the frequency
response spectrum being backscattered from a legal UCR tag to an authorized reader.

e Replaying: The adversary may replay the intercepted frequency spectrum to an authorized
reader to impersonate a legal UCR tag.

e Cloning: The adversary may accurately measure the physical parameters (i.e., geometric
dimensions, dielectric constants of substrate materials, etc.) of legal UCR tags and try to
fabricate duplicates.

e Restoring: The adversary may try to restore the initial positions of copper balls inside UCR
part IL.

We assume that the adversary is, however, restricted in one key aspect:

e No access to the centralized database: The adversary cannot read or modify data stored in
the centralized database. This is a fair assumption, since the database is always protected
with strong authentication protocols.

6 EVALUATION

In this section, we present the experimental setup and results. Simulation results based on CST Mi-
crowave Studio 2015 were presented in an earlier version of this article [34]. If the storage space
of the centralized database is large enough, then there would be no limitation on the number of
bits that could be used to represent each resonance point. The frequency band used by UCR tags
is ultra-wideband (i.e., 3.1 to 10.6GHz). The resolution of measuring equipment used in our exper-
iment is as small as tens of hertz. The analog value of each resonance point is actually represented
by 36 bits. The standard deviations of resonance frequencies of 100 tag samples generated using
pseudo random number generators have been shown in Table IV in the conference version [34] of
this article. 60 correspond to over one hundred MHz, which means that 28 bits out of 36 bits will
vary if the analog value of resonance point is directly converted to binary without quantization.
Since the tag signature is composed of 10 resonance points, the corresponding bit length would
be 280 bits. Here, we evaluate the performance of manufactured UCR tags in terms of uniqueness
and reliability. We also discuss how to increase the detection accuracy using machine-learning
algorithms. Afterwards, we analyze the resilience of UCR system to the potential attacks. Lastly,
we compare our proposed UCR system with the state-of-the-art techniques.
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Fig. 9. (a) Experimental setup, (b) Barnstead Thermolyne hotplate, (c) UCR part | prototype attached to a
pharmaceutical package, and (d) UCR part Il prototype.

6.1 Experimental Setup

We use Agilent E8361A programmable network analyzer (PNA) to measure the insertion loss (S21)
of each UCR tag. Figure 9(a) illustrates the experimental setup. One UWB PCB antenna connected
to port I of network analyzer will work as the transmitter and be responsible for stimulating the
UCR tag with an UWB plane wave. Another UWB PCB antenna connected to port II of network an-
alyzer will work as the receiver and be responsible for capturing the frequency response spectrum
of UCR tag. The distance between the transmitter and the receiver is set to 10cm. The UCR tag is
attached to a pharmaceutical package, which is placed in between the transmitter and the receiver,
to mimic the real scenario. The Barnstead Thermolyne hotplate, as shown in Figure 9(b), is used
to heat UCR part II and melt its substrate (butter in our prototype). Figure 9(c) and Figure 9(d)
respectively illustrate the prototypes of UCR part I and II. UCR part I consists of 10 concentric
ring slot resonators integrated on the TACONIC TLX-0 laminate. The metallic pattern is made of
pure copper. The layout of UCR part I is shown in Figure 10(a). Table 4 lists its design parameters.
UCR part IT is a stand-alone circular ring slot resonator placed on two layers of substrates. The first
layer of substrate is also made of TACONIC TLX-0 and its thickness is set to 0.254mm (the thinnest
available thickness). The second layer of substrate is made of butter with 25 copper balls filled in.
The butter is packaged with glass plates. The layout of UCR part Il is shown in Figure 10(b). Table 5
lists its design parameters. The frequency band used by UCR tags ranges from 4 to 10GHz.

6.2 Performance Evaluation of UCR Part |

6.2.1 Euclidean Distance-Based Tag Recognition. In this subsection, we analyze the effective-
ness of Euclidean distance—based tag recognition in the presence of environmental noise and with
varying angles of incident plane wave. Fourteen UCR tags were measured 5 times at different con-
ditions. Figure 12(a) illustrates the inter-tag and intra-tag Euclidean distance distributions of UCR
tags in the presence of environmental noise. The margin between minimum inter-tag Euclidean
distance and maximum intra-tag Euclidean distance reaches approximately 13.102MHz. Fig-
ure 12(b) shows the inter-tag and intra-tag Euclidean distance distributions of UCR tags when the
angle of incident plane wave (see Figure 11) varies from 0° to 15°. The margin between minimum
inter-tag Euclidean distance and maximum intra-tag Euclidean distance reaches approximately
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Fig. 10. (a) Layout of UCR part | and (b) layout of UCR part II.

Table 4. Design Parameters for UCR Part |

Variable Parameter Value
sub_d, Substrate diameter 20mm

h Substrate thickness 0.5mm
& Substrate dielectric constant | 2.45
patch_d, | Patch diameter 18mm

hy Patch thickness 0.035mm
void_d; Central void diameter 7.4mm
i Air gap i (i=1,...,10) 0.2mm

20.879MHz. To achieve high accuracy of tag recognition, the varying angle of incident plane wave
should be not larger than 15°. Otherwise, there can be false negatives. The probability for a false
positive would be negligible and much smaller than the probability for a false negative when
the varying angle is larger than 15°. During the tag recognition phase, the varying angle of the
incident plane wave could be regarded as an unpredictable and quasi-random disturbance.
Different parts of the tag frequency spectrum information (i.e., amplitudes and phases at different
frequency points) would shift towards different directions because of this disturbance. The
probability that the vast majority of tag frequency spectrum information would shift towards the
direction that is most beneficial for reducing the distance between two different tag signatures
is negligible. Experimental result demonstrates that the Euclidean distances between signatures
of UCR tags are effective at differentiating each other. Additional entropy can be acquired by
integrating more slot resonators on the tag substrate or introducing more randomness to the
electrical properties of tag substrate. For example, nano particles of random quantity with random
diameters could be filled in random positions of tag substrate to introduce more randomness to
the electrical property of tag substrate.

6.2.2 Machine-Learning-Based Tag Recognition. In this subsection, we analyze the effectiveness
of machine-learning-based tag recognition. Supervised machine-learning techniques are utilized
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Table 5. Design Parameters for UCR Part Il

Variable Parameter Value
sub_d, Substrate diameter 20mm
o1 Substrate I thickness 0.254mm
too Substrate II thickness 5mm
& Substrate dielectric constant | 2.45
patch_d, | Patch diameter 19mm
hs Patch thickness 0.035mm
slot_d, Slot diameter 14mm
o Air gap 0.5mm
ball_d Copper ball diameter 2mm
normal
|
incident |
AU
e

Fig. 11. Angle of incidence.
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Fig. 12. (a) Euclidean distance distributions of UCR tags in the presence of environmental noise and
(b) Euclidean distance distributions of UCR tags when angle of incidence varies from 0° to 15°.

to maximize the accuracy of tag recognition. Specifically, linear discriminant analysis (LDA) [17]
is chosen due to its ability to focus on the most discriminating features between classes as op-
posed to the most expressive ones. Prior to any implementation it is important to first apply some
pre-processing to the signals. In practice various noise sources may affect the locations of res-
onance points of UCR tags. Since these resonance points are frequency-domain characteristics,
signal smoothing via a moving average filter is the best approach to ensure a quality signal spec-
trum that can be used for classification.

To continue, performing LDA on the sampled data requires a large amount of computations due
to the high dimensionality of the signal. To solve this problem, principal component analysis (PCA)
[27] is used not only to reduce dimensionality but also as a means of further noise removal. When
applying PCA, the principal components were chosen in a manner to ensure that at least 95% of the
total variance of the signal was maintained after projection to the new reduced dimensional space.
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Table 6. Recognition Performance Comparison among Different
PCA Training Partitions

. . S Raw score (%) Filtered score (%)
Sampling resolution | Training size
5tags | 10 tags | 5tags | 10 tags
400 4 88 92.58 89.16 94.36
400 8 96.57 98.23 97.53 98.78
400 15 94.09 95.99 96.14 97.96
128,000 4 85.6 84.09 86.31 94.18
128,000 8 91.2 93.62 95.16 98.33
128,000 15 82.96 | 92.238 | 85.72 96.1
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Fig. 13. Overall recognition performance for (30T, 15M, 12800S).

Additionally, both PCA and LDA processes were holistically evaluated through cross-validation.
The parameters that were cross-validated were the amount of data used for calculating the prin-
cipal components and training the classifier, as well as the different combinations of the training
sets that were used, since some combinations of datasets may outperform others.

In particular, during the experimentation process there were multiple measurements gathered
for different sets of tags and based on the amount of measurements the data was partitioned differ-
ently for training. For example, when 5 tags were measured 15 separate times the partitioning for
PCA cross-validation was using 4 sets, 8 sets, and 15 sets of measurements for the 5 tags in differ-
ent sequential combinations for computing the principal components for projection. For instance,
in the case of 4 sets, the combinations tested for PCA were sets 1-4, 2-5, 3-6, and so on.

Then the projected data was used to train the LDA classifier by using partitions of 2 datasets (1-2,
2-3, etc.), 4 datasets (1-4, 2-5, etc.), 8 datasets (1-8, etc.) and 12 datasets. This results in 13, 11, 7, and
3 sets of test data that the classifier was not trained on for evaluating the classifier’s performance.
Additionally, this cross-validation process was applied to tags with sampling frequencies of 400,
12,800, and 16,000 samples per signal. This not only offers understanding about which grouping
of parameters may be optimal for training but also provides insight into the effects sampling res-
olution may have on classification performance. Table 6 displays this improvement for the LDA
classifier trained on 12 sets of the data with different PCA training partitions. This demonstrates
that the supervised learning technique not only accurately classifies tags but can maintain or even
improve accuracy as the scale of the amount of tags increases.

Figure 13 shows the overall recognition performance for 30 tags. Each tag was measured 15
times with 12,800 sampling points. It is observed that the recognition performance maintains for
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Fig. 14. (a) Overall confusion matrix for (10T, 15M, 400S) and (b) overall confusion matrix for (10T, 15M,
128008).

a larger dataset. Top performing partitions for both raw and filtered datasets reach a recognition
rate close to 100%. The lowest recognition rates for the raw and filtered datasets are 96.67% and
98.44% on average of all the different partitions and combinations.

To further solidify these results the optimal parameters for cross-validation were tested by being
applied to the 400-sampling-point and 12,800-sampling-point datasets but with a random start-
ing partition for training. This illustrates the effectiveness of using these parameters for training
the classifier, since the previous results were the mean performance for combinations of different
datasets. The random starting location should show that no matter what data the algorithm uses
for training, the performance should be consistent with the results from cross-validation as long
as enough variance of tag spectrum is represented in the data. Figure 14(a) and Figure 14(b) are the
confusion matrices that display the classification results for the 10 tag-15 measurement-400/12,800
sampling-point experiments for a random starting location for training. As can be seen from the
plots there were no misclassifications for the 400-sampling-point signals and only 6 misclassifi-
cations for the 12,800-sampling-point signal (5-raw and 1-filtered). These results further reinforce
the optimal parameters for cross-validation of 8 datasets for PCA training and 12 datasets for LDA
training and the effectiveness of the supervised learning technique for classifying these UCR tags.

While this supervised classification method works very well for raw and filtered signals, as
well as tags measured at different angles, the computational complexity required to compute the
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Table 7. Unsupervised Recognition Performance Comparison for (20T, 30M, 12800S)

Classification Technique Recognition Rate (%) | Response Time (ms)
Euclidean Distance 92.12 3.3
Normalized Correlation 91.97 2.1
Lorentzian Distance 91.33 0.106
Manhattan Distance 96.06 3.6
Dynamic Time Warping 100 5.1
Wavelet Transform Manhattan Distance 100 453

classifier can quickly increase in terms of scale depending on the number of tags that need to
be enrolled in the database. Therefore, it is important to also look at various unsupervised meth-
ods of classification (i.e., non-machine-learning-based methods) that can effectively complete the
same desired task. The resonance points of each tag are the designed discriminant features that
are unique to each tag so naturally these features should be used as the feature vectors for each
tag. For these experiments the resonance points were located using a valley detection algorithm
in the bandwidth of 4.1GHz to 9.4GHz, since this is the bandwidth of interest for the resonance
points. However, since the valley detection technique relies on the detection of local minima the
raw signal must be effectively pre-processed first to ensure the proper location of the resonance
points as local minima and minimize any false minima detection. The pre-processing consists of
the smoothing used during the supervised learning process. The optimal window size for search-
ing for a resonance point was empirically determined to be 5 times the length of the window used
in the moving average filter during pre-processing. After the resonance points have been located,
classification will simply depend on computing the distance/similarity between tag measurements
and selecting the smallest distance between tag instances or the highest similarity score depending
on the technique used.

To effectively evaluate the performance of unsupervised classification, multiple distance mea-
sures were used, including Euclidean, Manhattan, Lorentzian, and the normalized correlation coef-
ficient. Furthermore, unsupervised classification that does not require explicitly locating resonance
points was explored as well by using techniques such as dynamic time warping [28] and computing
the Manhattan distance between two tag measurements after performing wavelet transformation
[2] and comparing the resultant coefficients. Dynamic time warping is useful for classification
in this regard, because although we may be dealing with signals in frequency domain instead of
time domain, the features of interest are the locations of the resonance points and a similarity
comparison between vectors can be done effectively using this technique. It effectively uses the
resonance points as the features of interest without the need to explicitly search for them prior to
classification. The specific wavelet chosen for classification was the Haar wavelet, since it is adept
at detecting abrupt discontinuities in a spectrum. After obtaining the wavelet transform coeffi-
cients of two tag measurements, the Manhattan distance between tags’ wavelet coefficients was
computed and resulted in an 8 X 8 matrix and the sum of the diagonals across this matrix was
used to determine similarity between tag measurements. The minimum diagonal distance sum
was determined to effectively represent the correct tag identification. Table 7 compares different
unsupervised methods in terms of recognition performance for (20T, 30M, 12800S). Similar to the
cross-validation process used in training the linear discriminant classifier, the tags were evaluated
by selecting a group of tags from a set of measurements to serve as the gallery (enrolled) set and
then use the remaining tags to serve as the probe (verification) sets. The performance is evaluated
holistically so each measurement group serves as a gallery at least once and as probes the rest of
the time.
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Table 8. Unsupervised Recognition Performance Comparison for (8T, 6A, 5M, 8000S)

Classification Technique Recognition Rate (%) | Response Time (ms)
Euclidean Distance 97.33 9.5
Normalized Correlation 93 5
Lorentzian Distance 90.42 0.224
Manhattan Distance 98.75 8.4
Dynamic Time Warping 100 7.7
Wavelet Transform Manhattan Distance 99.92 73.7

As shown in Table 7, a maximum recognition rate of 100% was achieved for both the dynamic
time warping and wavelet transform method. Dynamic time warping and wavelet transformation
performed the best due to neither relying on the explicit locating of resonance points to use in
the feature vector prior to classification. Since the other techniques do rely on this, there is room
for inaccuracies during local minima detection that can lead to incorrect distance calculations
and classification results. Additionally, these results are likely directly influenced by the fact that
the original signals obtained in this dataset had minimal ambient noise interference and went
through significant pre-processing. Therefore, these unsupervised methods of classification are
comparable to the supervised LDA method when the measurement and processing conditions are
almost optimal. However, it is also apparent that the supervised method is a more robust method,
since the average recognition rates of the raw signal datasets are often comparable to the filtered
signal datasets by most times only a few percentage points. As a tradeoff for better recognition
accuracy, wavelet transform method does require a longer average response time because of larger
amount of computation. Dynamic time warping achieves the best balance between recognition
accuracy and average response time.

To effectively evaluate the performance of these unsupervised classification techniques, they
were applied to the tags measured at different angles of incidence. By evaluating the tag mea-
surements with varying angles of incidence, it is observed that as long as the tag is enrolled at
all proper angles, it can be accurately identified during the verification stage via a simple unsu-
pervised classification method. The same unsupervised techniques and evaluation methods were
used as the tags measured at the same angle earlier and the results are shown in Table 8.

The frequency spectrum of UCR tag is susceptible to the angle of incidence of plane wave. Nat-
urally, this could cause some issues in terms of classification, since the tags are classified based
on their respective spectra and locations of their resonance points. To ensure that the reliability
of UCR tag is not vulnerable to variance of reading angle and that the classification algorithm is
robust enough to handle this variance, 8 tags measured at 6 different angles of incidence (i.e., 0°,
5°,10°, 15°, 20°, and 25°) were tested. Each tag was measured 5 times for each reading angle. Once
again the same testing and cross-validation process was used to evaluate how truly robust the tags
and classification algorithms were in terms of recognition but now the partitions used for training
were 1 to 5 measurement sets for computing the principal components and 2 to 3 measurement
sets for training the LDA classifier. For the raw dataset with varying angles of incidence, the lowest
recognition score achieved was 76% when using 5 sets for PCA training and 2 sets for LDA training.
The top performing recognition score for the raw datasets was 89.58% when using 1 set to train
PCA classifier and 5 sets to train LDA classifier. The filtered dataset performed much better with a
minimum average recognition rate of 99.25% and a maximum average recognition rate of 100% for
the same partitions as the raw dataset. This shows that although variance of reading angle likely
adds some noise to the captured frequency spectrum, proper pre-processing can help minimize
its impact. Table 8 compares the recognition performance of different unsupervised classification

ACM Transactions on Design Automation of Electronic Systems, Vol. 23, No. 6, Article 74. Pub. date: November 2018.



UCR: An Unclonable Environmentally Sensitive Chipless RFID Tag 74:21

Table 9. Resonance Point Shift after Exposed to a High Temperature

LT HT

Tag mean(f;)/GHz | mean(f;)/GHz | mean(f;)/GHz | mean(f;)/GHz Ar/MHz | Az / MHz
1 4.2679 7.2113 44214 6.8083 153.4688 —403.0313
2 4.2143 7.3680 4.3395 7.6635 125.1563 295.5

3 49313 6.7684 4.328 5.8983 —603.2813 | —870.0938
4 4.2234 7.5563 4.4795 5.7199 256.125 —1836.4
5 4.2557 7.3689 4.4087 5.9851 153 —1383.8
6 4.2953 7.2675 4.451 7.1031 155.7188 —164.3438
7 4.6707 7.2314 4.6118 7.6194 —58.875 388.0313
8 4.408 7.0641 4.3737 7.4688 34.3125 404.625
9 4.4603 7.5044 4.4351 7.518 —25.2188 13.5938

techniques for the dataset of 8 tags-6 reading angles for each tag-5 measurements for angle-8000
sampling points for each measurement. With all methods scoring above 90% recognition accuracy,
this reinforces the ability to use these techniques for tag identification with decreased computa-
tional complexity. Although these scores outperformed the supervised classification of the raw
signals, they were still on average lower than the worst performing filtered supervised classifica-
tion results. Again, wavelet transform method requires the longest average response time because
of the largest amount of required computation. Dynamic time warping achieves the best balance
between recognition accuracy and average response time.

6.3 Performance Evaluation of UCR Part Il

In this subsection, we evaluate the performance of UCR part II in terms of tracking tempera-
ture. 9 UCR tags were measured 10 times both before and after exposed to a high temperature.
The Barnstead Thermolyne hotplate, as shown in Figure 9(b), was used to heat UCR part II and
melt its substrate (butter in our prototype). Table 9 shows the shifts of both first-order (1st-order)
and second-order (2nd-order) resonance points. LT and HT, respectively, denote low temperature
and high temperature. f; and f; respectively indicate 1st-order and 2nd-order resonance points.
mean(X) represents the mean value out of 10 measurements. A; and A, respectively indicate the
shifts of 1st-order and 2nd-order resonance points after exposed to a high temperature.

As shown in Figure 2(c), the first-order partial derivative of notch frequency with respect to
dielectric constant of substrate material is larger than zero in the UWB, which means that the
larger the dielectric constant of substrate material is, the larger the notch frequency will be. When
the contrast ratio between the dielectric constants of the background and inclusions is small, the
effective dielectric constant of the composite material depends on the volume fraction occupied
by the inclusions and is not affected by the inhomogeneities distribution [26]. When this contrast
ratio becomes large, the effective dielectric constant of the composite material would also depend
on the component arrangement in space [26]. The dielectric constant of copper is 1. The dielectric
constant of unsalted butter is 24.5 when measured at 30°C and 2450MHz [1]. Since the contrast ra-
tio between the dielectric constants of butter and copper is very large (larger than 20), the effective
dielectric constant of the substrate of UCR part II would be impacted by the spatial distribution
of copper balls inside the butter. Since both before and after exposed to a high temperature, the
positions of copper balls inside the butter are random. The effective dielectric constant of the sub-
strate of UCR part I and thus its resonance frequency could become either larger or smaller after
exposed to a high temperature. So long as the ambient temperature is below the melting point
of substrate material of UCR part II, the substrate would not melt and the positions of coppers
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would not change. Therefore, when the tag is exposed to temperatures in between low and high
temperatures, the frequency response would be the same as the frequency response tested un-
der low temperature. Experimental result demonstrates that UCR part II is effective at tracking
temperature with memory.

6.4 Attack Analysis

In this subsection, we evaluate the resilience of UCR system towards potential attacks. UCR system
is resistant to cloning attack, since the adversaries cannot easily model the uncontrollable process
variations during tag fabrication. UCR system is intrinsically resistant to DoS attack performed in
the form of overwriting tag memory, since tag memory has been eliminated from the UCR system.
UCR system builds up the trustworthy visibility into supply-chain status by providing a unique,
reliable and unclonable identifier for commodity track-and-trace and integrating an irreversible
temperature tracker to record temperature-related history information. Exposure to high temper-
ature cannot be hidden, since the adversary cannot easily restore the initial positions of copper
balls without destroying the package of UCR tag. As a result, non-repudiation is available when
multiple parties are involved in the supply chain and one intermediate supply-chain participant
finds out that the commodities haven’t been kept refrigerated as required by the previous stage.
Admittedly, the adversaries could record the frequency response spectrum of one UCR tag and
replay the frequency response when a forged tag is being stimulated. However, this type of replay
attack needs an extra apparatus to replay the frequency response, which will be too expensive
to be a realistic attack to the supply chain of low-cost commodities. Like many other existing
RFID-based solutions, UCR system is susceptible to RF interference. This issue can be addressed
by repeating measurements of UCR tags provided that most of the time the appearance of RF in-
terference is intermittent. UCR system is also susceptible to split attacks (i.e., separating tag from
product, swapping tags, etc.), which will be addressed in our future work. Admittedly, if an attacker
overbuilds UCR tags, he/she may possibly find a few tags the Euclidean distances between which
are quite small. However, taking into consideration that UCR tags are mainly designed to track
and trace low-cost non-electronic products (expensive electronic products could be protected by
the IC-based RFID solution), this type of attack may not be practically economically attractive for
the attacker. The attacker may have to overbuild millions of UCR tags to find a few the ED values
between which are quite small. The potential economic returns could be only tens of dollars while
the attack cost could be even higher. The probability of finding UCR tags with similar signatures
by overbuilding could be significantly reduced by enlarging the feature space of tag signature. One
simple way is to integrate more slot resonators on the tag substrate.

6.5 Comparison with Prior Work

Table 10 compares UCR with prior work in terms of overhead (e.g., tag area), capacity (e.g., ID
size), and security (e.g., unclonability), and so on. Although the authors in Reference [9] also use
one analog feature (the delay between the structural and tag modes) as the identifier, their pro-
posed identifier is still clonable simply because the resolution of delay difference (100ps) is not
small enough. In contrast, the resolution of resonance frequency difference in UCR system de-
pends on the number of sampling points and can be as small as 0.5Hz. Although the chipless RFID
tag proposed in Reference [9] integrates a temperature sensor that modulates the amplitude of
the backscattered signal as a function of the temperature, this temperature-sensing mechanism is
reversible and cannot simply be adapted to track the temperatures of commodities in the supply
chain due to the lack of memory. As discussed in Section 6.4, UCR system enables non-repudiation
of previous exposure to high temperature. UCR tag is believed to be low-cost because of printabil-
ity, small ID size, and no requirement for post-processing.
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Table 10. Comparison with Prior Work

Metrics Stevan et al. [20] Md. Aminul et al. [16] David et al. [9] GOST [13] UCR

Based on FD FD TD TD FD

Tag area 88mm X 65mm 7.2mm X 5.8mm X 4 13.65cm X 10cm N/A 20mm X 20mm X 2
1D size 35 bits 16 bits 1 analog value 64 bits 10 analog values
Unclonability X 3 X X Vv
Temperature sensing X X v X v
Irreversible temperature tracking X X X X vV
Printability vV vV Vv X vV
Post-processing Yes Yes No No No

Note: 1. FD and TD respectively indicate frequency domain and time domain.
2. Post-processing indicates the process of layout modification after fabrication in the form of spiral shorting or removing.

7 CONCLUSION AND FUTURE WORK

In this article, we presented a new unclonable, environmentally sensitive chipless RFID (UCR) tag
that carries a unique ID and enables irreversible temperature tracking. The effectiveness of UCR
system in terms of tag recognition and temperature tracking has been verified via experiments
based on UCR prototypes. UCR system not only builds up dependable visibility into supply-chain
status but also has the potential to enlarge the scope of the IoT by enabling many non-electronic
products to be connected to the network. UCR tags can be attached to the packages of products,
integrated onto the PCBs of electronic products, or printed on the products or their packages
with conductive 3D printing materials. Compared with existing approaches, UCR system has the
following advantages: (1) The ID provided by UCR tag is unique and unclonable, since it depends
on the random and uncontrollable process variations during tag fabrication; (2) UCR tags can be
fabricated with the same layout and do not require post-processing (i.e., removing or shorting
some of the resonators that construct the chipless RFID tag) to encode data, which significantly
reduces the manufacturing time/cost; (3) UCR tags have the capability to track the temperatures
of commodities in the supply chain and help preserve the cold chain for those commodities (e.g.,
vaccines, pharmaceuticals, etc.) sensitive to temperature; (4) Compared with exhaustive search,
our proposed look-up method remarkably accelerates the authentication process of UCR tags. In
future work, we plan to develop a pill/capsule-level track-and-trace technique.
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